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Abstract — The paper aims at identifying cheating behaviours in online exams at a School of Social Sciences 

and Humanities at a university in the Mekong Delta, Vietnam. Using a quantitative approach. 440 samples from 

4 Departments of the School were surveyed both online and offline. The findings indicated that plagiarism is the 

most common dishonest behaviour in online exams. In addition, switch between taps during exams, browser 

search, peer collaboration, and remote desktop were reported as cheating practices which account for more 

than 70% of surveyed respondents. These findings can be a useful reference for practitioners, online examiners, 

and teachers to minimize cheating behaviours for the sake of sustaining transparency, fairness and quality of 

education at tertiary levels. 
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I. INTRODUCTION 

In the context of wide spread of COVID-19 pandemic, online learning and exams became an inevitable trend 

in the development of education in the world. Online learning was an appropriate form when students’ 

attendance was interrupted due to social distancing to prevent and practice anti-pandemic campaign. In Vietnam, 

online learning and exams were applied at almost all institutions across the country. Specifically, during the 

fourth wave of the COVID-19 pandemic, students of the School of Social Sciences and Humanities at the 

surveyed university participated in the online study and exams for an academic year. This type of learning is 

considered to yield advantages such as close contact mitigation, reduction from the virus spread, school-time 

efficiency; however, technology advances together with online learning are likely to support students to cheat in 

lessons and exams. Also, lack of technical equipment or used equipment of poor quality, student distraction in 

the learning process, and lack of fairness in course assessment became even more pronounced in end-of-the-

course exams. Hence, avoiding cheating in online exams is worth doing. 

II. METHOD 

The quantitative approach was used in this study to investigate the cheating behaviours of students in online 

exams. Of 1.395 students currently enrolling at the School of Social Sciences and Humanities at a surveyed 

university, 440 responses were received. The samples accounted for 45% over the required ones (302) based on 

[6] sample size determinations. Using a parallel survey (in-person and online), the study obtained 391 offline 

samples (88.9%) and 50 online ones (11.1%). To avoid duplication of information, participants were informed 

that they did not need to answer the online questionnaires if they complete the printed ones. Regarding random 

sampling, the highest proportion was sophomores with 44.2% (n=195). In contrast, excluding behind schedule 

students, senior students got the lowest proportion at 3.9% (n=17). 300 female (68%) and 140 male students 

(31.7%) from the four departments within the school participated. Students in the Department of Library and 

Information Management got the highest proportion with 29.7% (n=131) while students in Geography-History-

Tourism and Sociology Departments accounted for the lowest proportion with 23.1% (n=102) of each one. 

SPSS functions such as frequency, percentage, Mean and cross-comparison were used to identify fraudulent 

behaviours and propose measures towards online exam organization in order to ensure transparency, fairness, 

and quality in assessing student performance. 

III.  LITERATURE REVIEW 

Online exam is a good opportunity for students to commit cheating. Specifically, students can obtain 

questions and answers before the exam from the teacher, illegal test websites, underground sources or students 

from other classes [5]. For students, the main purpose of cheating is usually to get higher scores [3]. The 

difficulty of the curriculum can motivate students to cheat. Some students blame teachers because the materials 

and exam contents are too complicated. In some specific cases, this reason may be a consequence of the 

student's lack of perseverance. They consider cheating as a way to solve academic and exam difficulties [1]. 

Cheating in an online exam is stated to be easier than in a traditional one [9]. Another form of fraud is 
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unauthorized interference by other users in the network using client applications [11]. Many different 

technologies and tools can easily be applied to cheat on online exams, for example using remote desktops and 

screen sharing, searching for answers on the Internet, or using social networks [9]. Moreover, students can use a 

number of technologies to change test results such as scores or answers after taking the test [7]. Redirecting the 

webcam [10] or turning off the webcam and microphone completely (Srikanth & Asmatulu, 2014) are tricks 

commonly used by students to commit fraud. So, detecting exam cheats and verifying students' true identities 

are seen as a major challenge [8]. Reference [4] points out that the poor quality of the institution's online 

learning system may make it difficult for students to learn and find learning materials and as a result of such 

situation, their motives for cheating tend to increase. Most recently, reference [12] has posited that the 

implementation of online exams faced problems such as timeline to respond to candidates' questions, fraud and 

plagiarism. These reviewed fraudulent behaviours were considered a useful theoretical base to design a 

questionnaire for this current study.  

IV.  FINDINGS 

1) Cheating behaviours in online exams 

Table 1: Cheating in online exams 

No Behaviours 

No Unsure Yes 

n % n % n % 

11.1 Copying someone else's task (plagiarism) 22 5.0 53 12.0 385 83.0 

11.2 
Switching between tabs or a browser to 

search for information 
24 5.5 92 20.9 324 73.6 

11.3 
Collaborating with other students to take the 

test together 
32 7.3 93 21.1 315 71.6 

11.4 
Using another desktop to find answers 

during the exam 
28 6.2 101 23.0 311 70.7 

11.5 Asking someone else to take the test 88 20.0 121 27.5 230 52.3 

11.6 
Redirecting the webcam or turning off the 

webcam and microphone completely 
50 11.4 183 41.6 207 47.0 

11.7 

Knowing the questions and answers before 

the exam (provided by the teacher or 

previous test taker) 

125 28.4 134 30.5 181 41.1 

11.8 
Using technology to change test results 

(scores, answers,..) after submitting papers 
123 280 153 34.8 164 37.3 

Source: Survey data in August 2022 

 

      In order to achieve good marks in online exams without having to try too much, some students have chosen 

to commit cheating. Cheating in an online setup is easier than in a traditional offline exam [9]. Reference [2] 

emphasizes that if exam observation is neglected, students will easily cheat. Based on the "Yes" selection in the 

survey, majority of students thought that copying other people's words and pasting into their tests (also known 

as plagiarism) was the most used cheating in online exams with 83% (n=385). Besides, opening a parallel tab 

or using a browser to search for information (73.6%, n=324), taking the test together (71.6%, n=315), and using 

other computers to find answers during the exam are also behaviours that receive more than 70% votes that 

cheating is often used in online exams. In addition, although the rate is lower, asking others to take the exam is 

also the behaviour that accounts for more than 50% of the online exam cheating cases (52.3%, n=230). This 

finding confirms Tran and Nguyen’s view that preventing cheating in online exams is very difficult because of 

the existence of modern technologies such as wireless networks and mobile devices; especially the most 

difficulty is to manage behaviour when students take exams off campus [12]. 
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Cheating in online exams by course  

Table 2: Cheating in online exams by course 

Source: Survey data in August 2022 

  

Table 2 shows the common frauds in online exam from seniors to freshmen. Most students believe that 

copying someone else's task (plagiarism) is the most common fraud, as evidenced by the outstanding vote rate 

with 88.2% seniors (n=15), 80% juniors (n=68), 86.7% sophomores (n=169) and 79,6% freshmen (n=113). In 

addition, behaviours such as using another computer to find answers during the exam, opening parallel tabs or 

using browsers to search for information, cooperating with each other to take tests are agreed by students of all 

courses with a rate of over 50%, in which using parallel tabs or a browser to search for information agreed by 

senior students is the most common cheating in online exams with a rate of 88.2% (n=15) equivalent to the 

number of students who agree about copying someone else's task (plagiarism). In addition, students who know 

the questions and answers before the exam (provided by the teacher or previous test taker) are cheated by 

52.3% (n=102) of sophomores. Redirecting the webcam or turning off the webcam and microphone completely 

and asking someone else to take the test were gotten over 50% votes by the senior and sophomore students.  

 

Cheating in online exams by department 

Table 3: Cheating in online exams by department 

Behaviours 
Seniors Juniors Sophomores Freshmen 

n % n  % n  % n % 

Copying someone else's task 

(plagiarism) 
15 88,2 68 80,0 169 86,7 113 79,6 

Knowing the questions and 

answers before the exam 

(provided by the teacher or 

previous test taker) 

7 41,2 22 25,9 102 52,3 50 35,2 

Using another computer to find 

answers during the exam 
11 64,7 55 64,7 140 71,8 104 73,3 

Using technology to change test 

results (scores, answers,..) after 

submitting papers 

6 35,3 21 24,7 97 49,7 40 28,2 

Redirecting the webcam or 

turning off the webcam and 

microphone completely 

9 52,9 33 38,8 99 50,8 66 46,5 

Asking someone else to take the 

test 
10 58,8 37 43,5 114 58,5 70 49,3 

Using parallel tabs or a browser to 

search for information 
15 88,2 57 67,0 146 74,9 106 74,7 

Collaborating with other students 

to take the test together 
10 58,8 57 67,0 145 74,4 103 72,5 

Behaviours 

Department of 

Geography-

History-Tourism 

Department 

of Literature 

Department of 

Library and 

Information 

Management 

Department 

of Sociology 

n % n % n % n % 

Copying someone else's task 

(plagiarism) 
76 74,5 83 79,1 118 90,1 88 86,3 

Knowing the questions and 

answers before the exam 

(provided by the teacher or 

previous test taker) 

43 42,2 39 37,1 35 26,7 64 62,7 

Using another computer to 

find answers during the exam 
78 76,5 72 68,6 93 70,1 68 66,7 

Using technology to change 33 32,4 44 41,9 32 24,4 55 53,9 
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Source: Survey data in August 2022 

 

Table 3 shows the rate of online exam cheatings conducted by students in 4 Departments of the School. 

Common dishonest behaviours such as using other computers to find answers during the exam, opening a 

parallel tab or using a browser to search for information, cooperating with each other to take the test were 

agreed by over 50% students of all 4 Departments. In particular, the voting rate of copying other people's words 

and pasting into their exams (plagiarism) in the Departments of Library and Information Management and 

Sociology was very high with  90.1% (n=118) and 86.3% (n=88) respectively. Students’ collaboration to take 

the test together is highly voted by students of the Department of Sociology with 80.4% (n=82). In addition, 

students of the Department of Sociology believed that knowing the test questions and answers before the exam 

(provided by the previous teacher or test taker) and using technology to change the results of the test (scores, 

answers) after submitting the test are common frauds when taking the exam online. The vote share was 62.7% 

(n=64) and 53.9% (n=55) respectively. In addition, common frauds in the online exam process such as 

redirecting the webcam or turning off the webcam and microphone completely and asking others to take the 

exam were agreed by over 50% students of the Department of Geography-History-Tourism. Also, the behaviour 

of asking others to take the exam received 63.7% (n=65) votes from students of the Department of Sociology. 

 

2) Suggested solutions to prevent cheating in online exams 

Table 4: Possible solutions to prevent cheating in online exams 

N
0
 Solutions 

No Yes 

n % n % 

1 Monitoring students through cameras and microphones to prevent cheating 64 14.5 376 85.5 

2 Being transparent about grades and how performance is assessed 84 19.1 356 80.9 

3 Assessing students’ performance through combining online learning processes, 

assignments and online tests 

85 19.3 355 80.7 

4 Providing timely feedback and assistance when students need it 100 22.7 340 77.3 

5 Increasing interaction with students to consolidate knowledge before the exam 101 23 339 77 

6 Ensuring security and designing a highly accurate question bank 102 23.2 338 76.8 

7 Developing tests based on the curriculum and students’ capacity 114 25.9 326 74.1 

8 Focusing on assessment methods to limit fraud 164 37.3 276 62.7 

9 Taking advantage of online resources 180 40.9 260 59.1 

10 Commenting on each student's test on the online system 183 41.6 257 58.4 

11 Allowing students to take online oral exams using software to see the their 

faces and gestures 

186 42.3 254 57.7 

12 Applying artificial intelligence (AI) technology and IP address 198 45 242 55 

13 Selecting a system capable of recognizing students’ cheating behaviours (open 

a tab in parallel, use the browser to search for information...) 

202 45.9 238 54.1 

14 Participating in the online exam training sessions 203 46.1 237 53.9 

15 Regularly calling students’ names to confirm that they are still taking the online 

exams 

212 48.2 228 51.8 

test results (scores, 

answers,..) after submitting 

papers 

Redirecting the webcam or 

turning off the webcam and 

microphone completely 
52 51 56 53,3 51 38,9 48 47,1 

Asking someone else to take 

the test 
58 56,9 54 51,4 54 41,2 65 63,7 

Using parallel tabs or a 

browser to search for 

information 
76 74,5 81 77,1 88 67,2 79 77,5 

Collaborating with other 

students to take the test 

together 
61 59,8 80 76,2 92 70,2 82 80,4 
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16 Exploiting students' experiences and living environment 219 49.8 221 50.2 

17 Using traditional fraud detection methods in addition to digital surveillance and 

authentication techniques 

226 51.4 214 48.6 

18 Using fingerprint and eye tracking systems to verify students' identities 269 61.1 171 38.9 

19 Using Proctor Track (with automatic exam marking and students’ identification 

and monitoring) 

297 67.5 143 32.5 

20 Using Moodle or Fued software to support online tests 306 69.5 134 30.5 

Source: Survey data in August 2022 

 

Table 4 shows the findings on what solutions should be used to minimize dishonest behaviours and improve 

the quality of the online exam. Specifically, over 80% of students said that monitoring students through cameras 

and microphones to prevent cheating (85.5%, n=376), transparency in scoring and evaluating learning 

outcomes (80.9%, n=356) and student performance assessment through combining online learning processes, 

assignments and online tests (80.7%, n=355) are solutions that need to be applied during the online exams. In 

addition, providing timely feedback and assistence when students need it (77.3%, n=340), increasing student 

engagement to reinforce pre-exam knowledge (77%, n=339) and ensuring security and designing of a highly 

accurate question bank (76.8%, n=338) are solutions that more than 75% of students’ agreements that will help 

increase the effectiveness of online exams at the School. This finding reconfirms opinion in [12] that the online 

test can be successfully implemented by providing immediate and detailed feedback, in addition to ensuring 

confidentiality and designing a highly accurate question bank. Providing support to students in implementing 

online assessment is also essential [12]. 
 

V. CONCLUSION 

 

Cheating is an academic dishonesty or a breach of exam regulations but it is often used by many students to 

get high scores without much time and efforts in their learning. Copying someone else's task (plagiarism) is the 

most common cheating behaviour in online exams. In addition, switching between tabs or using a browser 

search, peer collaboration, and use of desktop are reported to be cheating behaviours. In order to prevent 

cheating from online exams, many measures are recommended. They include monitoring students through 

cameras and microphones, transparency in scoring and evaluating learning outcomes and assessing students’ 

performance through online learning processes, assignments and online tests. Besides, maximizing the 

application of technology such as artificial intelligence (AI) technology and IP address is worth considering to 

mitigate students’ dishonesty in online exams.  
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